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Background RACVIAC — Centre for Security Cooperation hosts the Insider Threats
Roundtable through our multiyear Regional Nuclear Security Cooperation Initiative with the
consistent support of United States Department of Energy (DOE) — International Nuclear
Security Program (INS). This event aims to bring together experts, professionals, and
stakeholders in the nuclear industry to discuss and share insights on the critical importance of
addressing insider threats and ultimately support partner countries with developing,
implementing, and maintaining systems and measures to mitigate against insider threats in the
field of nuclear security.

In the evolving complexity of the nuclear operations landscape the potential risks associated
with insider threats cannot be overestimated. Deliberate or unintentional actions by individuals
with insider access pose significant challenges to nuclear safety, including the potential release
of radioactive materials, compromise of critical infrastructure, and damage to overall safety
systems. By taking a proactive and comprehensive approach to insider threat mitigation we
not only safeguard against intentional harm but it also plays a pivotal role in maintaining the
integrity, security, and public trust in nuclear operations.

Purpose and Objectives This two-day event will offer to participants a variety of
presentations, insider threat mitigation case studies, a capstone interactive exercise and will
encourage the sharing of national experiences and good practices through facilitated
discussions. Our roundtable will delve into the perplexing and significant problem of the insider
threats and the prevention of its risks with an emphasis on a graded approach to defense and
in depth principle.

The main objectives of this activity are to:

= Raise awareness of the insider threat trends, their risks, and possible mitigation
practices and measures

= Help RACVIAC Members take a graded approach in developing and establishing
methodologies to address nuclear security threats and risks

= Further strengthen RACVIAC project as a regional platform for sharing of
information and facilitating cooperation on nuclear security.


http://www.racviac.org/

Participation For this activity we are extending our invitation to up to 3 (three) members
from each participating nation. We kindly recommended that countries nominate competent
nuclear security authority stakeholders and experts engaged in developing and/or
implementing nuclear security strategies and plans, coming from the designated national
ministries/agencies or other relevant institutions responsible for nuclear security.

Detailed terms of participation and financial arrangements will be specified in the
corresponding Invitation Letter and Administrative Information.

Methodology This roundtable will be conducted through presentations, case studies, a
capstone interactive exercise and facilitated discussions.

POC Ms Michelle KORENIC (e-mail: mkorenic@racviac.org, tel: +385 91 4682 308).
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