CYBER DEFENCE STRATEGIES AND POLICIES
Addressing a Constantly Changing Threat
Advanced Research Workshop

RACVIAC — Centre for Security Cooperation, Stari hrast 53, Rakitje, 10437 Bestovje, Croatia
10-12 September 2012

AGENDA

The purpose of the Workshop is to bring together policy makers and senior cyber defence experts
from the SEE region and expose them to cyber defence strategy and policy oriented experience and
know-how of experts from the countries and international organizations outside of the region.

The objectives are:

- To acquaint the workshop participants with the provisions of NATO Cyber Defence Policy and the
Action Plan for its implementation;

- To acquaint the workshop participants with cyber defence strategies and policies of other
international organizations and countries outside of the SEE region;

- Toraise policy makers’ awareness of the growing importance of cyber security;

- To enable cyber security experts to exchange knowledge, experience and know-how, as well as to
facilitate networking among them.

This wiett*rop The NATO Science for Peace

is supported by: | and Security Programme




Time Event Location
Monday, 10 September 2012
Zagreb International airport,
By 17:00 Arrivals Zagreb railway / bus station,
RACVIAC
RACVIAC hotel,
17:00-19:30 Transportation to hotels, check-in and refreshment hotel Holiday,
other hotels
. . Barbara Club,
19:00-22:00 RACVIAC icebreaker / welcome reception RACVIAC
Tuesday, 11 September 2012
RACVIAC Restaurant,
By 08:30 Breakfast or hotel where
accommodated
Opening / welcome address by
08:30-08:40 Director of RACVIAC - Centre for Security Cooperation,
Ambassador Nikola TODORCEVSKI
Opening / welcome address by RACVIAC Conference Hall
08:40-08:50 Assistant Minister for Defence Policy, MoD, Republic of Croatia,
Dr. Sc. Dragan LOZANCIC
08:50-09:00 Introduction of participants
Group photo in front of the
09:00-09:30 Group Photo and Coffee Break RACVIAC building,

coffee served in RACVIAC
library

Session I: Cyber Defence Strategies and Policies: International Level

Moderator: Colonel Zeljko Cepanec, Workshop Co-Director and former RACVIAC Deputy Director

09:30-10:15

Keynote Speaker: LtCol Jan STINISSEN, NATO Cooperative Cyber
Defence Centre of Excellence, Tallinn, Estonia

Topic — NATO’s Strategic Concept, Cyber Defence Policy and
Action Plan

10:15-11:00

Representative of the European Defence Agency (EDA) — Mr.
Wolfgang ROHRIG

Topic — The Human Factor in Cyber Defence — Requirements for
Technical Training and Exercise Infrastructures

RACVIAC Conference Hall

11:00-11:15

Coffee Break

RACVIAC library




Time Event Location
Representative of the Organization for Security and Cooperation
11:15-12:00 | in Europe (OSCE) — Mr. Philipp AMANN RACVIAC Conference Hall
Topic — OSCE's Approaches to Threats Emanating From
Cyberspace
Dr. Andrea ZAPPAROLI MANZONI, Founder and General
Manager of Security Brokers — Global Cyber Defense & Security
12:00-12:45 | Services (italy) RACVIAC Conference Hall
Topic — From Cybercrime to Information Warfare and 'Cyber
Warfare': An Analysis of Worldwide Existing Cyber Security
Strategies and Arising Issues
12:45-14:30 Lunch break Restaurant Rakitje
Representative of SELEC - Southeast European Law Enforcement
14:30-15:15 Center — Ms. Elizabeta llieva RACVIAC Conference Hall
Topic — Role of SELEC in combating cybercrime in SEE:
Achievements and Perspectives
15:15-17:00 Free time / refreshment
The bus will be parked in front
17:00-17:30 Bus transportation to Zagreb downtown of the RACVIAC hotel
17:30-20:00 Guided tour / free time Zagreb downtown
20:00-22:00 Official dinner Restaurant “Klub Knjizevnika”
Wednesday, 12 September 2012
RACVIAC Restaurant,
By 09:00 Breakfast or hotel where
accommodated
Session | continued...
Mr. Nikola BRZICA, Head of Information Security Committee,
09:00-09:40 . . .
Croatian Association of Security Managers
. . RACVIAC Conference Hall
Topic — Cyber Warfare - An Overview
Mr. loan Landry, Independent Cyber Security Analyst / Expert
09:40-10:10 (Canada, currently working in Italy)
Topic — Cyber Warfare
Session Il: Cyber Defence Strategies and Policies at National Levels
Moderator: Colonel Zeljko Cepanec, Workshop Co-Director and former RACVIAC Deputy Director
10:10-10:30 Representative (?f the Republic of ?Iovenla - Mr Igor Erste, . RACVIAC Conference Hall
Government Office for the Protection of Classified Information
10:30-11:00 Coffee Break RACVIAC library




Time

Event

Location

11:00-12:10

Exposés by representatives of the countries of the SEE Region:
Part |

AL, BA, HR (2 presentations), ME (cca. 15 minutes per
presentation, Q&A included)

* Countries in alphabetical order.

RACVIAC Conference Hall

12:10-13:45

Lunch break

Restaurant Rakitje

13:45-14:15

Exposés by representatives of the countries of the SEE Region:
Part Il

MK, RS (cca. 15 minutes per presentation, Q&A included)

* Countries in alphabetical order.

RACVIAC Conference Hall

14:15-15:00

Closing remarks by

Deputy Director of RACVIAC — Centre for Security Cooperation,
Brigadier General Zdravko JAKOP

AOB, reserve time

RACVIAC Conference Hall

15:00-

Departure of participants

RACVIAC, Rakitje

- Dress code for official parts of the Conference and during the official meals: Coat and Tie / Best Uniform.




