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The conference “Building a Cyber Resilient Society in SEE” was held in RACVIAC - Centre
for Security Cooperation on 24" - 25" November 2015. The event was held in cooperation with the
Military Academy “General Mihailo Apostolski” - Skopje, with the support of the Federal Republic
of Germany. It represents a continuation of events in the field of Cyber Security in RACVIAC.

Information and Communication Technology (ICT) and the use of cyberspace, just as in the rest of
the world, play a crucial role in the South East European (SEE) region as well. The pursuit of
modernization, Euro-Atlantic integrations and the need for foreign investments have, among other
things, urged the SEE countries to invest in the development of ICT. In this context all governments
from the SEE region have pledged that they will invest efforts in developing appropriate e-
governance. Therefore, cyberspace has become the dominant place for social, economic and
political activities in the SEE region. However, the growing dependence on cyberspace in SEE has
not been matched by a parallel focus on cyber security.

Having in mind that cyber security is a very topical issue nowadays, the IRC pillar decided to
execute a project on this topic. The project consists of several different types of activities -
conferences, seminars, workshops and courses - and it will be conducted between 2015 and 2017.
In 2015 two activities were held, namely a workshop and a conference, which form the basis of the
methodology for further enhancement of this project.

The main goal of this project is to create a regional platform to initiate the process of building self-
sustainable, cyber resilient societies in SEE that will be ready to foster, participate in and contribute
to regional and Euro — Atlantic cooperation in securing cyberspace.



The first in line was a workshop entitled ,,Building a Cyber Resilient Society in SEE”, that was
held on 13" - 14" May 2015 in Ohrid, the Former Yugoslav Republic of Macedonia®. This event
was jointly organized by RACVIAC - Centre for Security Cooperation and the Military Academy
“General Mihailo Apostolski” - Skopje, with the support of the Federal Republic of Germany.

The aim of the workshop on “Building a Cyber Resilient Society in South-Eastern Europe” was to
represent a platform for sharing of experiences at the regional level and to clarify the perception of
and facilitate a common understanding of the concept of a “Cyber Resilient Society” in the region,
starting from the areas that are really vulnerable and have real potential for possible venues of
action.

Taking into consideration that each country faces its own specific challenges and that they are more
oriented towards national approaches and not the regional dimension, the spirit of working
together, supporting and complementing each other should be more pronounced. In this vein,
RACVIAC - Centre for Security Cooperation and the Military Academy ,,General Mihailo-
Apostolski“- Skopje as partners have presented to the national representatives project research
methodology and invited experts to participate in it. The overall idea of this research project is to
enable critical thinking and an analytical approach while addressing specific topics indicated in the
document which was presented and delivered to all participants. Therefore, the organizers of the
upcoming event on “Building a Cyber Resilient Society in SEE” deem that it will provide an
excellent opportunity to analyze the findings of the research part of the project.

The purpose of this event was to bring together participants who will be ready to present the
outcomes of the research project and to debate the individual countries’ challenges and needs for
effective cyber security. The presented results will be used as a reference for further activities. The
objectives of the conference were to identify clear cyber security priorities and responsibilities for
implementing effective cyber security activities in SEE countries and to compare and analyse how
respective SEE countries’ social, organizational (structural) and cultural perspectives and dynamics
influence social cyber resilience.

In his opening address RACVIAC Director, Ambassador Haydar Berk, gave a brief overview of
cyber security related activities previously organized by RACVIAC and underlined that the joint
conclusion at these events was that cooperation is of vital importance for the development of
protective mechanisms as well as the creation of a stable regulatory framework, in order to establish
a cyber resilient society. This includes closer co-operation among the key players in cyber security,
involving experts and policy makers, including the private sector, as crucial elements for
establishing a Cyber Resilient Society.

Ambassador Berk added: "These days we can witness an intensive use of the Internet (cyberspace)
by different terrorist organizations for the purpose of recruitment of young people for terrorist
activities, planning of terrorist actions and spreading messages which glorify terror against
innocent people and our democratic values. We are aware that many steps are being undertaken on
a national, regional and global level to prevent cybercrime, but when it comes to this kind of threat,
it is impossible for one nation to protect itself without close cooperation with its neighbors and

! Turkey recognizes the Republic of Macedonia with its constitutional name.



cooperation on a global scale. RACVIAC - Centre for Security Cooperation will be ready to support
your ideas, efforts and demands in order to make this link as strong as possible".

After the Ambassador’s opening remarks, the national presentations regarding the findings of the
research part of the project were held. The presenters emphasized some key challenges that should
be taken into consideration in the future. They particularly pointed out the following:

- It was recognized that training of trainers is important to ensure that knowledge may be
passed on to participants in basic and specialized subjects covering cyber security issues. It
is also considered to be beneficial to identify at the national level a critical infrastructure
that needs protection (in terms of cyber security), establishing of contacts and defined rules
for information exchange with administrators of such infrastructure.

- The goal is, together with the partners (through cooperation on a national, regional and
global level), to defend and protect cyberspace. In order to achieve that, we need constant
training of CIS personnel (at the managerial and technical level) and training of end users,
raising of public awareness about the threats and to identify the available capacities and
resources. This includes the promotion and support of the process of certification of cyber
security experts.

- Cyber security is a part of national security and the responsibility to secure cyberspace
should be in the hands of the state institutions but in close cooperation and partnership with
the private sector and civil society in order to maintain a free, secure and non-discriminatory
access to the Internet.

- There is a clear need to follow the latest achievements in the area of information safety
internationally, through international cooperation and in order to meet the requirements
according to an adequate international standard.

- Awareness raising activities (discussions, workshops, training for educators, quizzes and
educational games, etc.) for primary and secondary school children, their parents, teachers
and providing relevant information about safer Internet and ICT use for the general public.

During the conference the participants also heard speakers from the Republic of Austria, such as
Mr Wolfgang Czerni of the Infraprotect Company, AT? who discussed the topic of the
“Implementation of the Austrian cyber security strategy in relation to the Energy sector”. Mr Czerni
talked about coordination processes to secure electricity operation by E-Control, creation of
structures and procedures for information exchange between operators of critical infrastructure,
government and society, emphasizing international cooperation and cross-industry knowledge
exchange.

Col Josef Schroefl of the Military Strategy Division, MoD AT, informed the participants about the
development of the Austrian Cyber Security Strategy® and Implementation Plan. Col Schroefl
emphasized the importance of interoperability when talking about national and international
cooperation in the field of cyber security. A very interesting part of his presentation was related to
the use of the conscript system to raise awareness about the selection of cyber experts.

2 http://www.infraprotect.com/en/

3 Austrian Cyber Security Strategy (.pdf); https://www.digitales.oesterreich.gv.at/DocView.axd?Cobld=51002



http://www.infraprotect.com/en/
https://www.digitales.oesterreich.gv.at/DocView.axd?CobId=51002

Mr Andreas Tomek, Director of Business Development & Professional Services at the Research
Centre for Information Security, AT, gave an overview of the Secure Business Austria (SBA)
Research®. SBA Research collaborates with renowned national and international partners on
multiple projects enhancing cyber security. Mr Tomek explained that SBA Research employs
approximately 100 people and has, so far, been the largest research centre in the Republic of Austria
addressing exclusively the field of information security. He went on to add that education is an
activity of SBA Research that complements and supports their core, research-intensive activities,
including professional training. The educational program, he said, draws from the vast experience,
knowledge, and expertise of the SBA Research staff, the latest research developments in the
broader field of cybersecurity and highly-specialized research infrastructures.

During the closing session Director of RACVIAC, Ambassador Hayder Berk, emphasized, as a
form of conclusion, the importance of the following for effective cyber security in the fight against
cyber crimes:

1. Establishment of Regulatory agencies

Training of personnel (at the managerial and technical level)
Cooperation among national authorities and the public sector
Creation of the necessary legal framework

Effective law enforcement

Developing national capabilities and national strategies
Stronger international cooperation.
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As a continuation of the cyber project for 2016, RACVIAC plans to organize two activities.
The first one will be organized during the month of April, and provide an opportunity to cyber
security experts from RACVIAC member countries to work on the development of the Advanced
Training Programme that will be based on “train the trainers” concept and cyber security in
practice. The designated topics for the training will be in line with the individual countries’ needs
and best practices and in line with the findings and conclusions of the research methodology and
data collected during the research part of the project in 2015. The second activity will be the
training course based on the “train the trainers” concept and in accordance with the agenda which
will serve the needs of the SEE countries. The course will be held in RACVIAC during October
2016.

Compiled by the IRC Pillar

4 https://www.sba-research.org/



https://www.sba-research.org/

