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Introduction

The need for organizing Weapons of Mass
Destruction (WMD) cyber related activities
was based on the conclusions of the C-
WMD Network meetings, where WMD
cyber issues were identified as a common
modern threat.

Since 2017, RACVIAC-Centre for Security
Cooperation in close partnership with the
Defense Threat Reduction Agency
(DTRA), has developed and conducted a
series of trainings on WMD Crime
investigation Courses.

The idea behind this project is to create a
long-term project with the aim to establish
a self-sustainable regional team of

USA

instructors who will be able to deliver the
trainings in the countries of the SEE region
in the future. So far, a total of 91 personnel
from different national institutions of the
countries in the region have been trained
in the period 2017-2020.

This year’s focus was shifted to WMD
Counter proliferation Finance
Investigations. The primary objective was
to introduce enforcement authorities to
financial techniques wused to pursue
transnational investigations related to
WMD and dual-use material. Some of the
specific objectives were:

to develop an understanding of

proliferation finance, traditional
international  financial systems and
mechanisms as well as alternative

financial mechanisms, to include the use
of virtual currency;

To explore the use of sanctions and
asset forfeiture and financial investigative
techniques and resources used to counter
transnational proliferation finance.

Due to the pandemic caused by COVID —
19, the Course was held online via
Microsoft TEAMS Platform and gathered
more than 20 participants, representing
different law enforcement agencies,
judicial system, customs and government
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financial sector from Albania, Croatia,
Germany, Montenegro, Turkey and
Kosovo'.

Execution

Major General (MG) (ret) Jeronim Bazo, Director of RACVIAC
- Centre for Security Cooperation

The Course was launched by RACVIAC
Director Major General (ret.) Jeronim Bazo
who welcomed the participants and
extended his appreciation to DTRA and
International Counter proliferation
Program for continuous support to
RACVIAC as well as to the team of
instructors from the USA who shared their
invaluable expertise with the participants.

“Countering the illicit WMD proliferation
and their related materials will not be
effective unless all aspects linked to their
development, transporting and
procurement are addressed properly. One
of these aspects is financing, which is so
crucial for the procurement of the illicit
goods and the technology needed for the
development of the WMD capabilities”,
said RACVIAC director MG (ret.) Jeronim
Bazo in his opening remarks.

He continued saying: “Therefore, it is of
utmost importance to develop the
capabilities in our region, to be well
prepared to protect our countries’ critical
infrastructure, to detect and to take the
necessary measures against illegal,
criminal cyber activity and against
terrorism or other forms of destabilizing
attacks”.

On behalf of the United States Defence
Threat Reduction Agency, Keith Falcetti
who was the moderator of this course,
greeted all the participants and expressed
his gratitude to RACVIAC for the great job
done in the region.

During the first day of the Course the
participants learned about the basics of
current  Counterproliferation  Finance
environment. They also learned about
Proliferation International Finance
Mechanism. Furthermore, they were
introduced to Private Sector Outreach and
Proliferation Finance Tools and
Resources.

On the second day of the Course,
participants had the opportunity to develop
understanding on Money Loundering, the
use of Virtual Currency, Proliferation
Finance Prosecutions and other judicial
actions, and in the end they were
presented the Korff Dark Web Case Study.

* This Designation is without prejudice to positions on status and is in line with UNSCR 1244 and the ICJ Opinion on the
Kosovo Declaration of Independence (In accordance with Arrangements regarding representation and cooperation).
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Conclusions

Counterproliferation
Finance Investigations
Course

ks Wiorkanope 30 Novenibes 2020

In accordance with the RACVIAC mission
to foster dialogue and cooperation on
security matters in the SEE region we see
this Course as an excellent opportunity for
the further development of close regional
cooperation on WMD cyber security
threats which is the only way forward for a
strong response to todays’ challenges to
security, leading to building of trust and
confidence, harmony and enhanced
synergy in our region.

It also gave the participants the possibility
to gain better knowledge from the
experiences of experts from various U.S.
government agencies who have the legal
authority and the technical knowledge
concerning cyber threats.

The Course was very well organized due
to excellent cooperation and relations
between RACVIAC and the Defence
Threat Reduction Agency (DTRA) and it
was highly evaluated by the participants.



