QACVIA®

CENTRE FOR SECURITY COOPERATION

27-31 May 2019

“Cyber Security: Training on WMD Cyber Crimes Investigations”

AGENDA
Sunday, 26 May 2019
Time Activity Location
Bv 18:00 Arrivals of the participants and lecturers and transportation | Zagreb Int. airport,
yle to the Hotel Railway/Bus station
18:00-19:00 Dinner Restaurant “Pleter”
Monday, 27 May 2019
Time Activity Location
In front of the
08:30-09:00 | Registration of participants, Administrative info Conference room
308
Opening/Welcome address by:
- MG (ret.) Jeronim Bazo, Director of RACVIAC
09:00-09:15 | - H.E. PhD Mr Robert Richard Klinke, Ambassador of the Conference room
' ' Federal Republic of Germany (TBC) 308
- Maj Matthew R. Summey, Counter proliferation Strategist,
DTRA
09:15-09:30 | DTRA and ICP Overview
09:30-10:00 | Course Overview
Class photo in front
10:00-10:30 | Class Photo and Coffee Break of RACVIAC HQ
Building
10:30-11:15 | Defining Weapons of Mass Destruction Conference Room
11:15-12:00 | Case Study: AlphaBay 308
12:00-13:00 | Lunch Restaurant “Pleter”
13:00-14:00 | How the Internet Works (with Exercises) Conference room
14:00-14:30 | Online Digital Evidence 308
14:30-15:00 | Coffee Break Lobby/Terrace
15:00-16:30 | Cyber Investigations (with Exercises) Conferggge room
18:00-19:00 | Dinner Restaurant “Pleter”
Tuesday, 28 May 2019
Time Activity Location
09:00-10:30 | Minimizing Your Digital Footprint (with Exercises) Conferggge room
10:30-11:00 Coffee Break Lobby/Terrace
11:00-12:00 Website Investigations (with Exercises) Conference room

308




12:00-13:00

Lunch

Restaurant “Pleter”

13:00-14:00 E-mail Headers (with Exercises) Conference room
14:00-14:30 Social Media - Facebook 308
14:30-15:00 Coffee Break Lobby/Terrace
15:00-15:30 Social Media — Twitter (with Exercises) Conference room
15:30-16:30 Case Study: Identifying a Potential Bomber 308
18:00-19:00 Dinner Restaurant “Pleter”
Wednesday, 29 May 2019
Time Activity Location
09:00-10:00 | Data Mining Open Sources (with Exercises) Conference room
10:00-10:30 | Case Study: Dark Hotel 308
10:30-11:00 | Coffee Break Lobby/Terrace
11:00-12:00 | Mobile Device Investigative Techniques Conferggge room
12:00-13:00 | Lunch Restaurant “Pleter”
13:00-14:00 | Wi-Fi Familiarization (with Exercises) Conference room
14:00-14:30 | Search and Seizure 308
14:30-15:00 | Coffee Break Lobby/Terrace
14:30-15:30 | Search and Seizure (continued) Conference room
15:30-16:30 | Preservation of Digital Evidence (with Exercises) 308
17:30-21:00 | Sightseeing and Dinner outside of RACVIAC TBD
Thursday, 30 May 2019
Time Activity Location
09:00-10:30 Introduction to Digital Forensics (with Exercises) Conferggge room
10:30-11:00 Coffee Break Lobby/Terrace
11:00-12:00 Intro.ductlon to Digital Forensics (with Exercises, Conference room
continued) 308
12:00-13:00 Lunch Restaurant “Pleter”
Capstone Exercises (Messier and Habib)
13:00-16:00 Conferggge room
with Rolling Break
18:00-19:00 Dinner Restaurant “Pleter”
Friday, 31 May 2019 (no laptops needed)
Time Activity Location
09:00-10:00 | The Cyber Threat Conference room
10:00-10:30 Coffee Break Lobby/Terrace
10:30-11:30 Techniques Used by Bad Guys Conference room
11:30-12:00 Course Summary 308
11:30-12:30 Lunch Restaurant “Pleter”
13:00-13:30 Course Survey Conference room
13:30-14:00 Commencement 308




