RACVIAC CYBER SECURITY PROJECT
ROUND TABLE

RACVIAC — Centre for Security Cooperation, Stari hrast 53, Rakitje, 10437 Bestovje, Croatia
12 — 14 December 2011

AGENDA

The purpose of the round table is two-fold. Firstly, it is to bring together cyber security experts from the
regional countries and to provide them with an opportunity to exchange relevant information and experience,
as well as to expose them to the latest developments in the field, presented by relevant international experts.
Secondly, it is to enable all the participants to express their ideas and actively participate in the development of

RACVIAC cyber security related activities in the future.

The objectives are:

- To expose regional cyber security experts to the experience of international experts and deepen the

cooperation;

- To enable regional cyber security experts to exchange knowledge, experience and know-how, as well as to

facilitate networking among them;

- To present RACVIAC cyber security project proposal and to collect inputs from the participants regarding
the number and the type of cyber security related activities to be conducted in the future, development of

infrastructure, acquisition of equipment and other relevant topics.



Time Event Location
Monday, 12 December 2011
Zagreb International airport,
By 17:00 Arrivals Zagreb railway / bus station,
RACVIAC
RACVIAC hotel,
17:00-19:00 Transportation to hotels, check-in and refreshment hotel Holiday,
other hotels
. . Barbara Club,
19:00-22:00 RACVIAC icebreaker / welcome dinner RACVIAC
Tuesday, 13 December 2011
RACVIAC Restaurant,
By 09:00 Breakfast or hotel where
accommodated
Opening / welcome address by
09:00-09:10 Deputy Director of RACVIAC — Centre for Security Cooperation,
Colonel Zeljko CEPANEC
09:10-09:15 Introduction of participants RACVIAC Conference Hall
Presentation of ideas on RACVIAC Cyber Security project proposal
09:15-09:45 and goals
Planning and Liaison Officer for SEE — Major Sasa KONJEVIC
Group photo in front of the
RACVIAC building
09:45-10:15 G Phot d Coffee Break !
roup Fhoto and Lottee brea coffee served in RACVIAC
library
Session I: International and Regional Aspects of Cyber Security
Moderator: Mr. loan LANDRY (UNICRI)
Keynote Speaker: Mr. Raoul CHIESA, United Nations
Interregional Crime and Justice Research Institute (UNICRI) —
10:15-11:20 RACVIAC Conference Hall
“From Cybercrime to Information Warfare and Cyberwar: An
Analysis of the Worldwide on-going Situation”
Mr. Jart ARMIN, Cyber DefCon, CEO -
11:20-12:00

“Cyber Security - Capture, Analyze, Monitor & Report”




Time Event Location
Mr. Virgil IVAN-CUCU, Secretariat of the Regional Cooperation
Council (RCC) —
"Cyber Security and Cyber Criminality: The Perspective of
12:00-12:40 Contemporary Asymmetric Cyber Threats Against Security, Rule
of Law and the Daily Lives of the Citizens.
Could legal, defense and intelligence mechanism coordinate?
Regional Responses - Preventive and Repressive Models”
12:40-14:00 Lunch break Restaurant Rakitje
Ms. Elizabeta ILIEVA: South East European Law Enforcement
Center (SELEC, formerly SECI) —
14:00-14:40
“SELEC: Achievements and Perspectives in combating cybercrime
in SEE” RACVIAC Conference Hall
Col Josef SCHROEFFEL, Ministry of Defense of the Republic of
14-40-15:20 Austria, Strategic Analysis Department
“International activities of Austria in the Field of Cyber Security”
15:20-15:40 Coffee Break RACVIAC library
Special Agent Christopher PEPPERS: NATO — Allied Joint Forces
15:20-15:50 Command Naples, Naval Criminal Investigation Service
Major Peter HORVATH: NATO Headquarters Sarajevo
15:50-16:20
“NATO Perspective on Cyber Defence and Botnets”
RACVIAC hotel,
16:20-19:00 Free time hotel Holiday,
other hotels
Official dinner hosted by
19:00-21:00 Director of RACVIAC - Centre for Security Cooperation, RACVIAC restaurant
Ambassador Nikola TODORCEVSKI
Wednesday, 14 December 2011
RACVIAC Restaurant,
By 09:00 Breakfast or hotel where

accommodated




Session Il: Views from the Capitals

Moderator: Mr. Virgil IVAN-CUCU (RCC)

Captain Thorsten JANSEN, The Federal Republic of Germany,
Bundeswehr Transformation Centre

09:00-09:45
RACVIAC Conference Hall
Exposés by representatives of the countries of the SEE Region:
Partl.
09:45-11:15
Countries in alphabetical order:
AL, BA, HR (cca. 30 minutes per country, Q&A included)
11:15-11:45 Coffee Break RACVIAC library
Exposés by representatives of the countries of the SEE Region:
11:45-13:15 Part "', . . RACVIAC Conference Hall
Countries in alphabetical order:
ME, MK, RS (cca. 30 minutes per speaker, Q&A included)
13:15-14:45 Lunch break Restaurant Rakitje
Session Ill: RACVIAC Cyber Security Project
Moderator: Colonel Zeljko CEPANEC (RACVIAC)
Collection of questionnaires, further explanation of the project
14:45-16:00 proposal and discussion RACVIAC Conference Hall
Planning and Liaison Officer for SEE — Major Sasa KONJEVIC
16:00-16:30 Coffee break RACVIAC library
Closing Remarks by Ambassador Nikola TODORCEVSKI,
16:30-17:00 AOB
Reserve time
17:00- Departure of participants RACVIAC, Rakitje

- Dress code for official parts of the Conference and during the official meals: Coat and Tie / Best Uniform.




